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Increasing cyber attacks on ports and ships1 - 1. Increasing Cyber Attacks on Ships

IT OT
In 2017, GPS spoofing attack 

occurred in the Black Sea, 

affecting more than 20 ships 

as their GPS signals 

were spoofed to 

Gelendzhik Airport.

In 2017, the shipping company

“Maersk”, 

suffered a "NotPetya" 

ransomware attack 

resulting in approximately 

$300 million USD in damages

References : https://insidegnss.com/reports-of-mass-gps-spoofing-attack-in-the-black-sea-strengthen-calls-for-pnt-backup/

https://www.latimes.com/business/la-fi-maersk-cyberattack-20170817-story.html 4 / 40

https://insidegnss.com/reports-of-mass-gps-spoofing-attack-in-the-black-sea-strengthen-calls-for-pnt-backup/
https://www.latimes.com/business/la-fi-maersk-cyberattack-20170817-story.html


1-1. Background

ITOT

Reference : Shifting tides, rising ransoms and critical decisions”, Thetius, CYBEROWL, HFW

Increasing cyber attacks on ports and ships1 - 2. Increasing cyber threats in the maritime industry

5 / 40

The cost of cyber attacks 

is on the rise.

The average damage per cyber 

attack in the maritime sector

2022

$182K

2023

$550K

Increased threefold in one year



IACS
UR E26, UR E27 (Unified Requirements for cyber security)

No mention on cyber security of MASS

Existing 

Conventions

• ISPS CODE : No rule for Cyber Security

• ISM CODE : The regulations about cyber 

security are at the recommended level.
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Increasing cyber attacks on ports and ships1 - 3. No rule for Cyber Security of MASS

References : IACS UR E26, UR E27, ISPS CODE, ISM CODE
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MSC

MASS – JWG
(MSC – FAL – LEG)

2019, Development of temporary guidelines for MASS test 

operation completed (MSC-1-Circ 1604) (MSC 101)

2021, Completion of RSE for MASS operation(MSC 103)

2022, Started Development of MASS CODE

2024, Non-compulsory MASS CODE approval (MSC 109)

2025, Mandatory MASS CODE adoption (MSC 109)

2028, Compulsory MASS CODE will take effect

2022, Discussions on common issues of each 

committee, such as terms and definitions
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Increasing cyber attacks on ports and ships1 - 4. IMO’S STRATEGIC PLAN – MASS CODE

References : https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/Symposium-on-%CA%BAMaking-headway-on-

the-IMO-MASS-Code%E2%80%9D-.aspx

https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/MSC-107th-session.aspx 7 / 40

https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/Symposium-on-%CA%BAMaking-headway-on-the-IMO-MASS-Code%E2%80%9D-.aspx
https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/MSC-107th-session.aspx


Increasing cyber attacks on ports and ships1 - 5. Not enough mention about Cyber Security at MASS CODE 

Cyber security should be considered 

in the context of communications and connectivity 

between the MASS and ROC. ( MASS CODE 2.7.)
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Cyber security is not considered at the Part 3.9. SECURITY.
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Increasing cyber attacks on ports and ships1 - 6. Not enough mention about Cyber Security at MASS CODE 



PROBLEM 
ANALYSIS
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The subject of judgement

Seafarer with eyes, decision

Conventional Ship MASS

AI with data, decision
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Increasing cyber attacks on ports and ships2 - 1. Technical features of MASS

On behalf of existing crew members,

AI collects and analyzes data from sensors.
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Between the IT system and OT system

Enhanced Connectivity 
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Increasing cyber attacks on ports and ships2 - 2. Technical features of MASS

IT OT

Between the ROC and MASS

MASSROC
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Auxiliary 

Data

Sensor Data Attack

Deployed 

Sensors

Attack

Autonomous

Situational

Awareness

Evasion

Attack

Increasing cyber attacks on ports and ships2 - 3. The new types of cyber attack on MASS

Spoofing

Jamming

A.I.

Reference : Jiwoon Yoo, Artificial Intelligence for Autonomous Ship : A Study on Potential Cyber Threats and Security Requirements
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2. Decrease in 

Accuracy

Feedback Data

Action Control

3. Wrong Action

1. Poisoning Attack

Ship Dataset Attack

Increasing cyber attacks on ports and ships2 - 4. The new types of cyber attack on MASS
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A.I.

Navigation

System
Sensor/

Actuator



Ship Dataset Attack – Poisoning Attack

0.7% Noise

By adding only 0.7% noise to the image, 

A.I. can misclassify the image of ship.

Increasing cyber attacks on ports and ships2 - 5. The new types of cyber attack on MASS

Reference : Jiang, Wenbo, et al. "Poisoning and evasion attacks against deep learning algorithms in autonomous vehicles.“

IEEE transactions on vehicular technology 69.4 (2020): 4439-4449. 15 / 40



Feedback Data

Action Control

Communication

Protocol

Attack

Communication Protocol Attack

Increasing cyber attacks on ports and ships2 - 6. The new types of cyber attack on MASS
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A.I.

Navigation

System

Sensor/

Actuator



Feedback Data

Action Control

3. Intrude to 

internal 

System

of MASS

Gain Access through ROC (Remote Operation Centre)

Increasing cyber attacks on ports and ships2 - 7. The new types of cyber attack on MASS
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ROC

1. Hacking /

Social 

Engineering 

Attack

Navigation

System

A.I.

Sensor/

Actuator

2. Gain Access

Reference : Jiwoon Yoo, Artificial Intelligence for Autonomous Ship : A Study on Potential Cyber Threats and Security Requirements
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What is the IMCS CODE?

What is the purpose of IMCS CODE?

International code for the cyber security of MASS, 

port facilities and remote operation center (ROC).

To enhance cyber security regulations 

to respond to and  prevent cyber attacks targeting MASS, 

port facilities, and remote operation center (ROC).

Increasing cyber attacks on ports and ships3 - 1. What is the IMCS CODE?
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SD 2 : Integrate new and advancing technologies             
in the regulatory framework

Increasing cyber attacks on ports and ships3 - 2. Applicable IMO’s Strategic Direction

20 / 40Reference : A32/Res.1149. “ Revised strategic plan for the organization for the six-year period 2018 to 2023”



Increasing cyber attacks on ports and ships3 - 3. Application of the IMCS CODE
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Section １

IMCS CODE (based on GBS)

3-2. Regulation 1. Cyber Resilience

Section 2

Section 3

Section 4

Cyber Resilience

Integrity and Reliability of Data

Stability

Access Control

Increasing cyber attacks on ports and ships3 - 4. Sections of the IMCS CODE
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IMCS CODE (based on GBS)

3-2. Regulation 1. Cyber ResilienceIncreasing cyber attacks on ports and ships3 - 5. GBS of the IMCS CODE

23 / 40

GOALS

Functional Requirements

Verification of conformity

Rules and 

regulations for ships

Industry practices 

and standards

IMCS CODE

Reference : MSC.1/Circ.1394/Rev.2, “GENERIC GUIDELINES FOR DEVELOPING IMO GOAL-BASED STANDARDS”



Increasing cyber attacks on ports and ships3 - 6. Section 1. Cyber Resilience

Ensure Cyber Resilience

to protect MASS operations from cyber attacks

1. Development of procedures 

for the cyber security assessment of MASS

2. Establishment of a security organization 

considering the operational features of MASS

3. Development of procedures for remote control change over 

in the event of a cyber security incident

Functional Requirements

GOAL
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Increasing cyber attacks on ports and ships3 - 6. Section 1. Cyber Resilience

25 / 40

Based on the guidelines on maritime cyber risk management

(MSC-FAL.1/Circ.3/Rev.2), 

Cyber risk assessment procedure for mass is mandatory.

MASS

PORT ROC

Reference : MSC-FAL.1/Circ.3/Rev.2,” GUIDELINES ON MARITIME CYBER RISK MANAGEMENT”



ISPS’s current 

security organization chart

CSO SSO

SHORE 

STAFF
Seafarer

RCSO

New Need for RCSO

(Remote control Center Security Officer)

On degree 3,4 MASS

There is no seafarer on board.

No need for SSO

Increasing cyber attacks on ports and ships3 - 6. Section 1. Cyber Resilience
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Company Security Officer Ship Security Officer



CSO

SHORE 

STAFF

Cyber 

System 

Provider

RCSO

Third Party
Cyber Security Expert

ISPS's current security organization have ruled out the 

participation of external experts because of security. 

The new organization should require 

the participation of external cyber security experts.

Increasing cyber attacks on ports and ships3 - 6. Section 1. Cyber Resilience
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Situational Awareness

A.I.

(external) datasets

Large-scaled Data Uncertainty

Increasing cyber attacks on ports and ships3 - 7. Section 2. Integrity, Reliability of Data

Radar/Lidar

AIS

Camera

Audio

Position

Navigation

Time

Reference : Jiwoon Yoo, Artificial Intelligence for Autonomous Ship : A Study on Potential Cyber Threats and Security Requirements

28 / 40



Increasing cyber attacks on ports and ships3 - 7. Section 2. Integrity, Reliability of Data

To ensure the integrity and reliability of Data.

GOAL With the assurance of such integrity and reliability, 

safe navigation of the MASS becomes possible.

Functional Requirements

3. MASS should provide a verification function 

for the data of sensor.

1. MASS must have a device in place to protect against tampering 

that may occur during sensor data transmission.

2. MASS should use an encryption protocol

to protect communication data.

29 / 40



Make it mandatory to use secure transmission protocols.

Make it mandatory to use AIS standard considered security.

17/24

Data transmission Protocol (Now using)

: CAN BUS,  NMEA Protocol (for sensor)

SOLAS (1999/2000 Amendment Chapter 5, Rule 19)

Installation of “AIS” is mandatory.

Increasing cyber attacks on ports and ships3 - 7. Section 2. Integrity, Reliability of Data

The AIS standard did not consider cyber security.

Reference : Goudosis, Athanasios, and Sokratis Katsikas. "Secure AIS with identity-based authentication and encryption." (2020) 30 / 40
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Increasing cyber attacks on ports and ships3 - 8. Section 3. Stability

To ensure the stability of the autonomous 

navigation system which is based on A.I.GOAL

Functional Requirements

1. A.I. should be trained using trustworthy training data.

2. To prevent the external leakage of data used in A.I. deep learning,

the security system must be put in place. 

3. Verification mechanisms should be in place to ensure 

the use of trustworthy training data.
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To prevent cyber security breaches 

through the network.

1. User identification and multi-factor authentication 

must be performed during remote access.

2. We should block unauthorized wireless network connections.

3. Unnecessary internal network exposure to the external network 
and connections to the system must be restricted.

Increasing cyber attacks on ports and ships3 - 9. Section 4. Access Control

32 / 40

GOAL

Functional Requirements



18/24

Remote 

Operation 

Center

Increasing cyber attacks on ports and ships3 - 10. Section 4. Access Control

Firewall, Intrusion Prevention System (IPS) 

Proxy server must be installed at each network layer.

It is mandatory to install an Intrusion Detection System (IDS) 

for the network inside MASS and the network inside the 

Remote Operation Center(ROC).

Reference : Nam-Seon Kang , Analysis of onboard ship cybersecurity, Journal of the Korean Society of Marine Engineering, Vol. 42, No. 6 pp. 463~471, 2018 33 / 40



CONCLUSION
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“ IMCS CODE ”
Consideration of 

technical features

of MASS

Consideration of 

operational features 

of MASS
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Increasing cyber attacks on ports and ships4 - 1. IMCS CODE
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Increasing cyber attacks on ports and ships4 - 2. Actions requested of IMO

The IMCS CODE working group needs to be established.

In this proposal, we propose a set of terms of reference 

for the cyber security of MASS.

Image source: Pixabay 36 / 40
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Increasing cyber attacks on ports and ships4 - 2. Actions requested of IMO

37 / 40

With MASS CODE under development, 

We agree that the IMCS CODE should not repeat 

provisions or regulations of MASS CODE.

Through discussions within the working group,

We must determine the format for addressing our proposals.

1. Incorporate our proposals into the MASS CODE 

2. Provide guidelines in the form of a resolution

3. The development of the IMCS CODE
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