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Increased Ship’s Digitalization

[1] The Picture of Ship Digitalization. Intercad.com



5 30 

Circumstances of Cyber Attack Risk

[2] Ref. Lim Junggyu et al. To establish cybersecurity trends and maritime cybersecurity, Technology Policy Proposal 

Research Collection, 2020

2017 2018 2019 2020 2021

COSCO 
[Ransomware]

Port of Barcelona 
[Ransomware]

Port of San Diego
[Ransomware]

MAESK 
[Ransomware ]

Clarkson
[Malware]

PCTC
[Ransomware]

Marine Co, in UK 
[Ransomware]

CMA CGM 
[Ransomware]

Transnet SOC 
[Ransomware]
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The 2022 Global Maritime 

Issues Monitor Report

Identifies 

‘Maritime Cybersecurity’ 

as a Maritime Issue of 

Growing Importance in 

the Next Decade

Kinds of Cyber Security

[3] Global Maritime Issues Monitor 2o22

Circumstances of Cyber Attack Risk

Password Attack

SQL Injection

Malware Attack

Man-in-the-Middle Attack

Insider Threat

Crypto Jacking

Zero Day Exploit

Water Holding

Ransomware

Ddos
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Company Cyber Security Plan’s Name 
per Shipping Company

Remark

A Cyber Security Instruction Container shipping

B Cyber Security Operation Guidance Container shipping

C Cyber Security Procedure Bulk shipping

D Cyber Security Response Plan Tanker shipping

E Cyber Security Procedure Tanker shipping

F Cyber Security Response Plan Tanker shipping

G Cyber Security Operation Guidance Tanker shipping

H Cyber Security Operation Guidance Tanker Shipping

Research comparing 8 Shipping Companies CSP 

Lack of 
consistency in 

naming

Lack of visibility
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Research comparing 8 Shipping Companies CSP 

Contents A B C D E F G H

CRMA- 01 Identify Threats X O O O O O O O

CRMA-02 Identifying Vulnerabilities O O X O O O O X

CRMA-03 Risk Assessment O O O O O O O
△

CRMA-04
Develop Protection and 

Detection Methods
△ △

O O
△

O
△ △

CRMA-04 Create a Emergency Plan O
△ △

O O
△

O O

CRMA-06
Security Incident Response 

and Recovery
O

△
X

△
O

△
O O

.

O: Cites the guidelines and considers the characteristics of the breed.
△ : Cites the guidelines but does not reflect the characteristics of the breed or make any suggestions. 
X: No citation of the guideline, no reflection of the breed, and no suggestions.

[4] Ahn, Y. J. and B. R. Kim, S. H. Park(2022), A study on comparison of ship cyber security plans and response systems,
Journal of Navigation and Port Research, 2023 conference 2022.2: 396-397
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.

Research comparing 8 Shipping Companies CSP 

Differences in Including 

IMO Recommendations

Quality Differences between

Shipping Lines
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.

SHIP’s CSP

SHIP’s 
SMS*

IMO recommends CSP's integration on SMS

SMS* : Ship Management System[5] Resolution MSC.428(98) - <IMO Document>
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No Guidance for CSP Development 

BIMCO

[1] Relationship to Stakeholders and Vulnerabilities

[2] Recognize Threats and Risk Assessment

[3] Protection Action

[4] Emergency and Response Plan

NIST
[1] The Cybersecurity Framework Elements including

Identifying, Protecting, Responding and Recovering

[2] How to Make the Framework Element 

K R

[1] Identification and Authentication of Data Confidentiality

[2] Data Confidentiality

[3] Resource Availability

[4] Cybersecurity Requirements for Ship’s System and

Devices

[6] The Guidelines on Cybersecurity Onboard Ship - BIMCO 

[7] Framework for Improving Critical Infrastructure Cybersecurity-NIST

[8] The Picture of 해상사이버보안가이드라인 - KR
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There is no CSP
Development
Guideline In 
Any of the 

IMO Document

With 
Cybersecurity 
Threats on the 

Rise

Need to Create 
Efficient CSP 

Development 
Guidelines

Preface before Solution 
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.

Integrate new and advancing 
technologies in the regulatory framework 

Enhance global facilitation and 

security of international trade 

Ensure regulatory effectiveness 

Align with IMO's SD

[9]Strategic Plan for the Organization for six- year period 2018 to 2023 (Resolution A .1110(30)) 
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MSC 107th Session

17.26 ~ 17.27

Align with IMO's SD

[10] Strategic Plan for the Organization for six- year period 2018 to 2023  (Resolution A .1110(30)) 

Strategic Plan for the 

Organization for 6 years Period 

2018 to 2023 

(Resolution A .1110(30)) 

This involves balancing the benefits derived from new and advancing technologies against safety

and security concerns, the impact on the environment and on international trade facilitation, the

potential costs to the industry, and finally their impact on personnel, both on board and ashore.
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Guidelines on Maritime 

Cyber Risk Management

Align with IMO's SD

Strategic Plan for the 

Organization for 6 years Period 

2018 to 2023 

(Resolution A .1110(30)) 

to ensure the security of the maritime transport

network, including vital shipping lanes, IMO will

continue to raise awareness of IMO measures for

security and to encourage a cooperative approach

among Member States and stakeholders.

maritime cyber risk management to safeguard 

shipping from current and emerging cyber 

threats and vulnerabilities. The Guidelines also 

include functional elements that support 

effective cyber risk management.
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2016 BIMCO Cyber Threat Survey

25%

Victim of Cyber 
Incident

Yes No

60%

Have you been taking 
the usual precautions

No Yes

Align with IMO's SD

Strategic Plan for the 

Organization for six- year 

period 2018 to 2023 

(Resolution A .1110(30)) 

75%

40%
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Methodology & Results

Content Analysis 
BIMCO Guideline

Instrumental Analysis 
Resolution MEPC.54(32)

Categorize Cyber Security Threat Incident Flow Chart and Feed-Back System

on ship

to shipping 
company

to both
company and 

ship

Possible  
Cybersecurity

Threat

[11] Shipboard Oil Pollution Emergency Plans (Resolution MEPC.54(32)
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Methodology & Results
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Methodology & Results
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Flowchart example when ship is infected by malware or ransomware
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CSP
Production
Guidelines

Contents  Analysis

Instrumental Analysis

Opinions Of Stakeholders

By utilizing the form of SOPEP 
Instrumental Guideline

Based on Research Findings and Opinions 
from Stakeholders

Making a Basic Foundation of CSP

Summary

[12] The Picture of SOPEP. mdnautical.com

[13] IMO MSC 107/20

[14] The Picture of Guideline from BIMCO The Guidelines on Cybersecurity Onboard Ship 

By referring to IMO Circular Documents and 
BIMCO’s Guidelines 

Contents Guideline
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17 WORK PROGRAMME
Proposals for new outputs

Revision of the Guidelines on
Maritime Cyber Risk 

Management

MSC.108

The CSP 
Production 
Guideline

Contributions
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Proposal Research Collection, 2020

Limitations 

Year Sector System Security Details

2017 Maersk Terminal IT System Ransomware System was paralyzed for 
3weeks, 3,000 hundred 

million loss

2017 Containership Navigation System 
in Ship

Mal-Ware Loss of control for 10 hours

2017 Clarkson Co, IT System Insider Trial to flow out company 
data

2018 Maritime Co, Co, E-Mail Spear Fishing Loss at least 100 hundred 
million per year

2018 COSCO Shipping IT System Ransomware Delayed transportation

2018 Barcelona Port Port IT System Ransomware System closed & Request 
forensic

2018 San Diego Port Port IT System Ransomware System closed & Request 
forensic

2019 PCTC Ship IT System Ransomware Format the system

2019 Marine Co, in UK Co, IT System Ransomware Fall in stock prices, request 
forensic

2020 CMA CGM Co, IT System Ransomware Down the network systems 
for 2 weeks

2021 Transnet SOC Port IT System Ransomware Knock-down all port terminal

Absence of 
All Current & Evolving

Cybersecurity Issue
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Limitations 

Limited Research Documents

IMO Documents BIMCO Guideline SOPEP

Need for Diversifying the Kind of Research Documents
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Limitations 

Lack of Input 
from 

Other Countries

[16] The Picture of IMO. Voakorea.com

Differences in 

Awareness of 

Cybersecurity by 

country

Differences in the 

Level of 

Cybersecurity by 

Country

Differences in 

Infrastructure
across country for 

Cybersecurity
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Lack of input from

Other countries

Limitations 

Constraints Scope of Survey

Contents A B C D E F G H

CRMA-
01

Identify Threats X O O O O O O O

CRMA-
02

Identifying Vulnerabilities O O X O O O O X

CRMA-
03

Risk Assessment O O O O O O O
△

CRMA-
04

Develop Protection and 
Detection Methods

△ △
O O

△
O

△ △

CRMA-
04

Create a Emergency Plan O
△ △

O O
△

O O

CRMA-
06

Security Incident Response and 
Recovery

O
△

X
△

O
△

O O

Limited Officers

8 Shipping  Companies 

only from Korea
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Absence of 

All current & evolving 

Cybersecurity issue

Lack of input from

Other countries

Final Remarks

Ensure safe , Secure and Efficient Shipping on Clean Oceans

Safeguard the Maritime Industry 

Increased Adoption of guideline for CSP

Achieve the Unity of CSP

SHORT TERM

LONG  TERM

MIDDLE TERM
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