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https://sofrep.com/46818/gps-spoofing-how-iran-tricked-us-patrol-boats-into-capture/  

Drone Manipulation 

GPS Spoofing? 
-TOUGH BUT POSSIBLE 

 

The drone was tricked into 
believing it was at the U.S. home 

base in Afghanistan 

https://edition.cnn.com/2016/01/12/politics/10-u-s-sailors-in-iranian-custody/index.html 04/21 
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Blind SQL Injection Vunerable 
Software 
-risk of being hacked 

Easily-hackable 
personal data 

 
Exposable Built-in 

backdoor with full system 
privileges  

https://ioactive.com/amosconnect-maritime-communications/ 

Hacker-pirates snooping 
shipping schedule for 

hijacking 
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USERS 
DEFINITION 

BITCOIN 

Block Chain? 

https://blockgeeks.com/guides/what-is-blockchain-technology/ 06/21 



How Block Chain Tech Works 
Transaction 

requet 

Broadcasted 
to the nodes 

Nodes 
Validation 

Transaction 
Combination 

Transaction 
is complete 

https://blockgeeks.com/guides/what-is-blockchain-technology/ 07/21 



Why is it so  

Revolutionary? 
Public 

 & 
Uncorruptable 

accessible to 
anyone on the 

internet 

P2P 
Operating 
Network 

Has no single 
point of 
failure 

Decentralized 

Transparent 

Durable 

Distributed base 

https://blockgeeks.com/guides/what-is-blockchain-technology/ 08/21 
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Download  Verify 

Building  
Full Nodes of 

Naval GPS 
System From 

Space  
with Block 

Chain 

https://bitcoinist.com/blockstream-introduces-satellite-systems-to-access-the-blockchain/ 10/21 



Satellites as 
an Ideal 
Mediator for 
the blockchain 
system to 
function 

A 

B 
C 

D 

 
Satelitles 

provide 
countless nodes 

 
About 1100 

active satellites 
 

https://talkingpointsmemo.com/idealab/satellites-earth-orbit 11/21 



System Operating 
Module 

Naval GPS System 
transmits signals 

 
broadcasted signals form 

the proof of location 
protocol 

 
 

Spoofing-proof  
Consensus 

 

https://blog.foam.space/introduction-to-proof-of-location-6b4c77928022 12/21 



Proof of Location Protocol 

Smart 
Contract 

Triangulation 

Time  
Synchronization  

Protocol 

Consensus 

https://blog.foam.space/introduction-to-proof-of-location-6b4c77928022 13/21 



blockstream 

August 2017 FUTURE? 

QTUM 

February 2018 

GPS FOAM 

January 2018 

Current Progress of Development 

https://blockstream.com/ 

https://foam.space/ 

https://qtum.org/ 14/21 



Block Detection 

Improved 
Software Security of 

Maritime Ship 
by Block Chain Tech 
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verify 02 

01 
Access 

request 

Qualified  

Or 
denied 

03 

Qualification Confirming 

16/21 



Alerting Cycle System  

http://www.zdnet.co.kr/news/news_view.asp?artice_id=20180306221756 

transmit recieve Warned &  protected 

detect 

resend 

alert 
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Real time 
record data 

trading 

Proof of Record Protocol 

Safely 
sealed 

information 

Tamper-Proof  
System  
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Company Deploying  
Block Chain Solutions by 2017 

Financial 
Services 

36% 

48% 

53% 
58% 

https://www.businessinsider.com/blockchain-solutions-move-beyond-proof-of-concept-2017-7 

Tech 
 & 

 media 

Life sciences 
&  

health care 

Consumer 
products  

& 
manufacturing 
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Conclusion 

The goal of maritime cyber risk management is to 
support safe and secure shipping, which is 
operationally resilient to cyber risks. 

MSC-FAL.1/Circ.3(3.2) 

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-
%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20%28Secretariat%29.pdf 

“Innovation is the only way to win.” 
-Steve  Jobs (1955-2011) 
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Thank you 
- Soterian Chain  
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